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DETAILED ACTION 

Claim Rejections - 35 USC § 112 

1 . The following is a quotation of the second paragraph of 35 U.S. C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

2. Claims 65-128 rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

Regarding claim 65, the claim specifies forwarding datagrams without any "awareness of 
the Mobile IP protocol" (See claim 65, lines 6.) It is unclear how a datagram can be forwarded 
from a node to a destination mobile IP node without being aware of the destination address, 
which is part of the Mobile IP protocol. The assertion that a node can forward a datagram 
without any awareness of the destination's protocol seems to be a complete contradiction since 
some destination address corresponding to that protocol must be known in order for the datagram 
to ever reach its destination. Further clarification and description is respectfully requested. 

Claim Rejections - 35 USC §102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 35 1(a) shall have the effects for purposes of this 
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subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

4. Claim 65 is rejected under 35 U.S.C. 102(e) as being anticipated by Comstock (US 
6,452,920 Bl). 

Regarding claim 65, Comstock discloses a mobile terminating L2TP using mobile IP 
data, which comprises: 

Forwarding a datagram from a correspondent node to a mobile node using a shortest 
path between the mobile node and the correspondent node, wherein the mobile node is in a 
mobile IP visiting network having a mobile IP protocol, and wherein the correspondent node is 
unaware of the mobile IP protocol (Referring to Figure 2, see column 5, lines 66-67 and column 
6, lines 1-6.) 

Regarding claim 66, Comstock discloses registering the mobile node with the mobile IP 
visiting network; and adding a route entry to a routing table in a mobile IP foreign agent 
(Referring to Figure 2, see column 5, lines 66-67 and column 6, lines 1-6.) 

Regarding claim 67, Comstock discloses removing the route entry from the routing table 
when the registered mobile node de-registers or times out (See column 2, lines 16-26.) 

Regarding claim 68, Comstock discloses a destination address comprising an address for 
a home network of the mobile node; a nexthop value comprising a local interface to which the 
mobile node is attached; and a routing cost comprising a value lower than all other routes 
available to the mobile node (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 69, Comstock discloses routing the datagram based on the destination 
address (See column 1, lines 45-62 and column 3, lines 40-45.) 
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Regarding claim 70, Comstock discloses wherein routing the datagram comprises using 
a routing protocol comprising one of Open Shortest Path First (OSPF), and Border Gateway 
Protocol (BGP) (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 71, Comstock discloses a source address comprising an address of the 
mobile node; a destination address comprising a set of subnetworks in a vicinity of the mobile a 
nexthop value comprising a local interface of the mobile IP foreign agent IP foreign agent; and 
a nexthop value comprising a local interface of the mobile IP foreign agent (See column 1, lines 
45-62 and column 3, lines 40-45.) 

Regarding claim 72, Comstock discloses wherein routing the datagram comprises 
performing source-restricted destination address routing (See column 1, lines 45-62 and column 
3, lines 40-45.) 

Regarding claim 73, Comstock discloses wherein a route of the datagram is not 
propagated to a router using a routing protocol (See column 1, lines 45-62 and column 3, lines 
40-45.) 

Regarding claim 74, Comstock discloses performing dynamic Network Address 
Translation (NAT) for a second datagram sent from the mobile node to a second correspondent 
node, wherein the second correspondent node is part of the mobile IP visiting network (See 
column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 75, Comstock discloses indexing a state in a state table using a mobile 
node home network address and a link layer address (See column 1, lines 45-62 and column 3, 
lines 40-45.) 
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Regarding claim 76, Comstock discloses accepting the state from the state table when the 
mobile node has a valid registration (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 77, Comstock discloses denying the state from the state table when the 
mobile node does not have a valid registration (See column 1, lines 45-62 and column 3, lines 
40-45.) 

Regarding claim 78, Comstock discloses wherein indexing the state in the state table 
comprises indexing by the link layer type which the mobile node attaches to the mobile IP 
foreign agent (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 79, Comstock discloses distributing static routes and filters for the 
mobile node to the mobile IP foreign agent (See column 1, lines 45-62 and column 3, lines 40- 
45.) 

Regarding claim 80, Comstock discloses wherein distributing static routes and filters 
occurs at a time of configuration (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 81, Comstock discloses wherein distributing static routes and filters 
occurs at a time of registering the mobile node (See column 1, lines 45-62 and column 3, lines 
40-45.) 

Regarding claim 82, Comstock discloses wherein distributing static routes and filters 
occurs as part of a DIAMETER response from a home agent to the foreign agent (See column 1, 
lines 45-62 and column 3, lines 40-45.) 

Regarding claim 83, Comstock discloses tying the filters to a mobile node home network 
address and a home agent address (See column 1, lines 45-62 and column 3, lines 40-45.) 
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Regarding claim 84, Comstock discloses applying the filters to traffic sent from the 
mobile node on a local subnet when the mobile node has a valid registration (See column 1 , 
lines 45-62 and column 3, lines 40-45.) 

Regarding claim 85, Comstock discloses blocking the filters when the mobile node does 
not have a valid registration (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 86, Comstock discloses allocating a care-of address to the mobile node 
using a dynamic host configuration procedure (See column 1, lines 45-62 and column 3, lines 
40-45.) 

Regarding claim 87, Comstock discloses applying the care-of address as a source 
address to a virtual interface adapter in the mobile node; and using the virtual interface adapter 
for traffic to destinations within the mobile IP visiting network (See column 1, lines 45-62 and 
column 3, lines 40-45.) 

Regarding claim 88, Comstock discloses enabling the virtual interface adapter at a time 
of registering the mobile node (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 89, Comstock discloses disabling the virtual interface adapter at one of 
a time when a registration of the mobile node is no longer valid, and a time when the mobile 
node moves to a new mobile IP visiting network (See column 1, lines 45-62 and column 3, lines 
40-45.) 

Regarding claim 90, Comstock discloses giving a home agent tunnel a lower routing cost 
as nexthop compared to local IP connectivity for the static routes (See column 1, lines 45-62 and 
column 3, lines 40-45.) 
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Regarding claim 91, Comstock discloses wherein registering the mobile node with the 
mobile IP visiting network involves a dynamic host configuration procedure in a home network 
(See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 92, Comstock discloses wherein distributing the static routes comprises 
including the static routes as an extension in a mobile IP registration reply message as part of 
the dynamic host configuration procedure (See column 1, lines 45-62 and column 3, lines 40- 
45.) 

Regarding claim 93, Comstock discloses giving local IP connectivity a lower routing cost 
as nexthop compared to a home agent tunnel for static routes distributed as part of the dynamic 
host configuration procedure (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 94, Comstock discloses applying filter rules at the mobile node for 
traffic being sent and received with local IP connectivity and a home agent tunnel respectively 
(See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 95, Comstock discloses wherein the filter rules are distributed to the 
mobile node at a time of configuration (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 96, Comstock discloses wherein the filter rules are distributed to the 
mobile node at a time of registering the mobile node (See column 1, lines 45-62 and column 3, 
lines 40-45.) 

Regarding claim 97, Comstock discloses wherein the filter rules are distributed as an 
extension in a mobile IP registration reply message (See column 1, lines 45-62 and column 3, 
lines 40-45.) 
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Regarding claim 98, Comstock discloses applying a selective reverse tunneling scheme 
between a home agent tunnel and local IP connectivity using a routing prefix and a routing cost 
(See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 99, Comstock discloses giving a lower routing cost to a home agent 
tunnel route as nexthop compared to local IP connectivity when private address realms for the 
visiting network and the home network overlap (See column 1, lines 45-62 and column 3, lines 
40-45.) 

Regarding claim 100, Comstock discloses giving a lower routing cost to a home agent 
tunnel route as nexthop compared to local IP connectivity for a route to the Internet (See column 
1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 101, Comstock discloses giving a lower routing cost to local IP 
connectivity as nexthop compared to a home agent tunnel route for a route to a same subnetwork 
as the mobile node (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 102, Comstock discloses giving a lower routing cost to a home agent 
tunnel route as nexthop compared to local IP connectivity for a route to a home network (See 
column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 103, Comstock discloses hosting a home network of the mobile node 
using a plurality of home agents, the home agents having a same home agent IP address (See 
column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 104, Comstock discloses dispatching a plurality of messages among the 
home agents using a load balancer (See column 1, lines 45-62 and column 3, lines 40-45.) 
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Regarding claim 105, Comstock discloses retrieving data about a mobile node user at a 
time of registering the mobile node from at least one of a common AAA server, and an LDAP 
directory (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 106, Comstock discloses sending a message from a one of the plurality 
of home agents to a care-of address using a direct server return method (See column 1, lines 45- 
62 and column 3, lines 40-45.) 

Regarding claim 107, Comstock discloses sending a routing update related to availability 
of the mobile node to a router (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 108, Comstock discloses sending an ICMP destination unreachable 
message from the load balancer to a tunnel decapsulator when an assigned home agent fails; 
and reporting a tunnel soft state as network unreachable when a foreign agent is the tunnel 
decapsulator (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 109, Comstock discloses sending a new registration to the same home 
agent IP address upon receipt of the ICMP destination unreachable message (See column 1, 
lines 45-62 and column 3, lines 40-45.) 

Regarding claim 1 10, Comstock discloses confirming that a one of the plurality of home 
agents is alive before allocating a registration request to the one of the plurality of home agents 
(See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 111, Comstock discloses allocating a new home agent for the mobile 
node (See column 1, lines 45-62 and column 3, lines 40-45.) 
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Regarding claim 1 12, Comstock discloses wherein a first home agent acts as a primary 
agent and a second home agent acts as a secondary agent for the same home agent IP address 
(See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 113, Comstock discloses using a care-of address which resides behind a 
network address translation; rejecting a first registration request from the mobile node when a 
source address in a header of the first registration request is different from a care-of address 
within the first registration request; and sending a challenge (See column 1, lines 45-62 and 
column 3, lines 40-45.) 

Regarding claim 1 14, Comstock discloses responding to the challenge with a second 
registration request (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 115, Comstock discloses using the source address of a registration 
request as the destination address for encapsulated datagrams sent to the care-of address (See 
column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 116, Comstock discloses using a source address of a reply to a 
registration request as the source address for encapsulated datagrams sent to a home agent (See 
column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 117, Comstock discloses performing address masquerading using a port 
translation; and tunneling a payload datagram from the care-of address to a home agent using 
UDP between an inner IP header and an outer IP header (See column 1 , lines 45-62 and column 
3, lines 40-45.) 

Regarding claim 118, Comstock discloses establishing a plurality of mobile IP security 
associations between the mobile node, a home agent, and a foreign agent using public key 
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certificates; and signing the public key certificates using a mobile service manager (See column 
1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 1 19, Comstock discloses configuring the foreign agent with one of the 
public key certificates and a public key certificate of the mobile service manager; configuring the 
home agent with one of the public key certificates and the public key certificate of the mobile 
service manager; and configuring the mobile node with one of the public key certificates, the 
public key certificate of the mobile service manager, and the public key certificate of the home 
agent (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 120, Comstock discloses including the public key certificate of the 
mobile node as a mobile IP extension in a registration request message; including the public key 
certificate of the foreign agent as a mobile IP extension in the registration request message; and 
including the public key certificate of the home agent and the public key certificate of the foreign 
agent in a registration reply message (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 121 , Comstock discloses verifying a signature of one of the public key 
certificates using the mobile service manager (See column 1, lines 45-62 and column 3, lines 40- 
45.) 

Regarding claim 122, Comstock discloses matching a received certificate to a certificate 
revocation list provided by the mobile service manager at a time of configuration (See column 1, 
lines 45-62 and column 3, lines 40-45.) 

Regarding claim 123, Comstock discloses validating the public key certificate of the 
foreign agent on behalf of the mobile node; and sending a signed version of the public key 
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certificate of the foreign agent to the mobile node in a registration reply message (See column 1 , 
lines 45-62 and column 3, lines 40-45.) 

Regarding claim 124, Comstock discloses applying a public key of the received 
certificate to an authenticator in a mobile IP authentication extension (See column 1 , lines 45-62 
and column 3, lines 40-45.) 

Regarding claim 125, Comstock discloses applying a public key of the public key 
certificate of the foreign agent to the authenticator in the mobile IP authentication extension 
(See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 126, Comstock discloses establishing a Security Parameter Index (SP1) 
equal to a predetermined integer larger than 255 between a pair of nodes when authentication is 
successful (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 127, Comstock discloses establishing one of IP security, and transport 
layer security using a same X.509 certificate among the mobile node, the foreign agent, and the 
home agent (See column 1, lines 45-62 and column 3, lines 40-45.) 

Regarding claim 128, Comstock discloses accessing one or more servers in a home 
network and a visiting network using respectively the home agent and foreign agent as security 
proxies (See column 1, lines 45-62 and column 3, lines 40-45.) 

Response to Arguments 
5. Applicants arguments filed October 19, 2005 have been fully considered but they are not 
persuasive. 

Rejection Under 35 USC § 112 
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On page 13 of the remarks, regarding claim 65, the Applicant argues forwarding 
datagrams without any "awareness of the Mobile DP protocol" is supported in the original written 
description and drawings. Regardless, the correspondent node is aware of the Mobile IP protocol 
since the correspondent node is aware of the stable IP destination address of the mobile node and 
sends data grams to that address. Therefore, by definition the correspondent node is aware of the 
Mobile IP protocol and the claim limitation is inaccurate and misleading. 



Conclusion 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Donald L. Mills whose telephone number is 571-272-3094. The 
examiner can normally be reached on 8:00 AM to 4:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Hassan Kizou can be reached on 571-272-3088. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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